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Abstract

Introduction: Climate change and global warming are among the greatest challenges facing the world today. A new
concept, known as urban resilience, has been developed in response. There are various approaches to urban resilience.
Among them, is the urban energy resilience (UER) approach, which poses a considerable challenge. Machine learning
(ML), as an application of artificial intelligence (Al), provides powerful and affordable computing resources, large-scale data
mining, advanced algorithms, and real-time monitoring. However, very few studies have investigated how such aspects
can be integrated into urban resilience in general, and UER in particular. Purpose of the study: The study develops an
integrative framework that can improve UER, based on ML methods. Methodology: We carried out a bibliometric analysis
and a systematic review of UER in accordance with Al concepts, models, and applications. Results: The findings of this
study were used to create an integrative framework, based on three hierarchical phases, which effectively addressed the
main capabilities of UER, identified its priorities, and shed light on how ML can benefit UER as a whole. Novelty: The
framework developed in this study also offers insights in integrating ML methods into UER as strategically as possible,
especially in the context of climate change and urban energy systems. This framework can serve as reference for specialists

and decision-makers aiming to expand Al and ML applications to optimize UER.
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Introduction

The 21t century has been referred to as the
“century of the city”, since more than half of the
world’s population currently resides in cities and
urban areas (Nik et al., 2021; Ragheb et al., 2017).
However, such areas are complex dynamic systems
thatface various social, economic, and environmental
threats, all of which challenge their resilience and/
or expose their vulnerabilities (Elzeni et al., 2022;
Glltekin, 2021). Thus, the urban energy resilience
(UER) concept is seeing increasing application
in the fields of climate change, sustainability, and
natural disaster risk analysis. Meanwhile, climate
change and global warming present numerous
challenges to energy resources in cities and urban
areas (Ismail et al., 2022b; EL-Mokadem et al.,
2016b; Noaman et al., 2022; Perera et al., 2021;
Sharifi and Yamagata, 2014a). In fact, 60 to 80% of
global energy is consumed in urban areas (Hassan
et al., 2020a, 2020b; Olazabal et al., 2012; Sharifi,
2019; Sharifi and Yamagata, 2016a), which can
lead to negative consequences, for instance an
increase in blackouts and grid failures (Erker et al.,
2017; Sharifi and Yamagata, 2016a). With regard

to meeting future demand and climate targets,
Perera et al. (2021) highlighted the importance of
promoting energy generation through sustainable
approaches, including a significant transformation
in the energy infrastructure to utilize renewable
energy technologies. In response, researchers
and policymakers have made noticeable shifts in
mitigation and adaptation strategies, taking the
effects of both past and present emissions into
consideration (Sharifi and Yamagata, 2014a). In this
context, the concepts of resilience in general, and
UER in particular, have been applied to effectively
prepare for, combat, absorb, adapt to, and recover
from adverse disruptions (Eslamlou et al., 2022;
Francis and Bekera, 2014; Gultekin, 2021; Masnavi
et al.,, 2018; Hunter, 2021; Kapucu et al., 2021;
Olazabal et al., 2012; Tumini et al., 2017). Tien et al.
(2022) considered the resilience-focused approach
to energy systems to be multifaceted, having found
that many studies only focused on energy supply
network faults on a spatial scale larger than a single
city, while ignoring the complications specific to
urban environments. In this context, Erker et al.
(2017) demonstrated that an energy-resilient system
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can successfully manage and rapidly recover from
energy-related disruptions, while continuing to
deliver affordable energy services. Currently, cities
are characterized by a high energy demand and
use, with adverse implications for energy availability,
accessibility, and affordability (Perera et al., 2021).
Under such circumstances, an effective demand
response can create a cost-effective energy system
that is both flexible and reliable (Antonopoulos et al.,
2020). Wide-scale responses to energy challenges
have increasingly incorporated machine learning
(ML) and artificial intelligence (Al) applications,
which have been used for site selection, parameter
assessment, operation and maintenance
optimization, planning, feasibility analysis, discharge
forecasts, energy generation projections, and
maintenance (Kumar and Saini, 2021).

Although the application of ML methods to UER
has been gaining popularity, the topic has yet to be
sufficiently investigated in light of recent climate
change developments. This also indicates a growing
need for an integrative framework that can bridge
the gap in previous research and enhance UER as
a whole (Bosisio et al., 2021; Du et al., 2014; Xie
et al., 2020). Therefore, the present study creates
an integrative framework that can integrate ML into
UER in an acceptable and affordable manner.

We have arranged our study as follows. The
research methodology is discussed in the next
section, followed by a systematic review and
bibliometric analysis of related works. Moreover,
the relationships between climate change, the
United Nations’ (UN) Sustainability Development
Goals (SDGs), and multiple dimensions of urban
resilience are described, and urban energy systems
resilience in more detail are discussed. Furthermore,
Al technologies and applications with a detailed
explanation of the proposed framework are identified.
Finally, the conclusion is conducted.

Methodology

In order to create an integrative framework that
can use ML methods to improve UER, we subjected
the concept of UER to bibliometric analysis and a
systematic review in accordance with Al concepts,
models, and applications. First, we searched Scopus
and Web of Science Core Collection for works with
“resilience”, “UER concept”’, “climate change”,
“urban energy systems”, or “Al applications” in the
title, abstract, or keywords. This was followed by
a systematic review using the PRISMA method
(preferred reporting items for systematic reviews
and meta-analysis). The data extracted underwent
bibliometric analysis in the VOSviewer software.

This keyword search yielded 3260 results. We
applied “quick filters” to databases to sort results by
broad categories such as document type (our study
was limited to books, book chapters, journals, and
conference proceedings), language (we focused on
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studies written in English only), and publication date
(between 2012 and 2023). As the first step, duplicate
results were excluded from further investigation, and
the initial results were reduced to 1138 documents.
Then the titles, abstracts, and introduction of every
publication were manually screened and assessed
for relevance to the research topic. After irrelevant
papers were excluded, the final dataset for this study
was reduced to a total of 33 publications, as shown
in Fig. 1. We carried out a bibliometric analysis to
detect co-occurrence and co-authorship of related
studies.

Literature Review

Previous studies have revealed various
approaches to blending the UER concept and ML
applications. As shown in the bibliometric analysis
carried out in VOSviewer (Fig. 2), we have identified
two major clusters: ML methods and resilience.
However, limited studies have focused on the
intersection of these clusters. Thus, the literature
review below focuses on various concepts, starting
with the concept of urban resilience in general,
followed by the specific concepts of UER, Al
applications, and ML methods (see Table 1).

Regarding the concept of urban resilience in
general, several studies have emphasized its
multidimensional nature, which encompasses
infrastructure, climate, and social resilience, as
well as resilience assessment (Carta et al., 2021;
Francis and Bekera, 2014; Khalili et al., 2015;
Krishnan et al., 2021; Sharifi, 2016). That said, the
work of Woolf et al. (2016) stands out here, as it
investigates resilience-related projects for localized
infrastructure, specifically the pilot tests under the
Kenya Slum Upgrading Program in Kibera, Nairobi.

Ingeneral, previous studies on the urbanresilience
concept have been based on theoretical frameworks
that illustrate urban dynamics over time and show
how the physical structure of cities can facilitate
urban resilience (Olazabal et al., 2012; Sharifi, 2019;
Sharifi and Yamagata, 2014a, 2018). However, more
recent studies by Sharifi and Yamagata (2016b),
Ohshita and Johnson (2017), Ragheb et al. (2017),
and Nik et al. (2021) indicate how energy systems
can be integrated into the infrastructure that fosters
urban resilience. Moreover, Hasselqvist et al. (2022)
provide a complex perspective of such resilience, by
using households as a starting point. Conversely,
several works focus on Al applications and their
contributions to building urban systems, resilience in
general, infrastructure resilience, and a sustainable
urban environment (Abdul-Rahman et al., 2021;
Bibri, 2021a; Haggag et al., 2021; Huang and Ling,
2019; Huang and Wang, 2020; Konila Sriram et al.,
2019; Ladi et al., 2022; Ortiz et al., 2021; Rahimian
et al., 2020; Tekouabou et al., 2021; Zhang et al.,
2022). Regarding the relationship between Al
applications and energy systems, Rahimian et al.
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(2020) and O’Dwyer et al. (2020) discussed the
impact of Al applications on energy combustion and
management, while Perera et al. (2021) researched
co-optimization of energy systems in cities. As for
building environments, Alammar et al. (2021),
Forouzandeh et al. (2022), and Tien et al. (2022)
outlined Al applications’ contribution to energy
efficiency.

Some limited related research also focused on
the integration of Al applications and energy systems
for the benefit of UER. Thus, this study bridges this
gap by creating an integrative framework that can
improve UER with ML methods in an acceptable and
affordable manner.

Climate Change,
of Urban Resilience
The resilience and stability of ecological systemsis
a concept proposed by Holling (1973), who described
it as the “ability of a system to absorb changes

SDGs, and Dimensions

of state variables, driving variables, and parameters”
(Saikia et al., 2022; Satterthwaite et al., 2020; Woolf
et al., 2016). Since sustainability addresses the
requirement for a long-term equilibrium among all
systems, Ragheb et al. (2017) clarified that resilience
as a concept is essential for comprehending the
notion of sustainability. Resilience can also be
considered a new way of thinking that can help people
adjust to vulnerabilities, unprecedented changes,
and unforeseen circumstances. Additionally, this
concept is closely related to sustainability, an
overarching idea that aims to preserve desirable
human-environment interactions across time on a
social, economic, and environmental level. In this
context, resilience has become a central target of
the UN’s SDGs. For example, a resolution by the
UN General Assembly described resilience as “the
ability of a system, community or society exposed to
hazards to resist, absorb, accommodate, adapt to,

Table 1. Related studies on UER and ML methods

Cluster Concept Aims Main insights Ref.
Resilience To provide a framework for Proposal for an analysis framework, (Francis
and resilience analysis and a metric for | including: system identification, resilience | and Bekera,
infrastructure | measuring resilience. objective setting, vulnerability analysis, 2014)
systems and stakeholder engagement.
Climate To identify the research objectives | Aresearch agenda that integrates the (Krishnan et
resilience and gaps that must be filled when | full range of variables and supports al., 2021)
planning support systems and choosing appropriate planning responses
addressing climate resilience. across multiple infrastructure systems.
Social To identify, categorize, and A novel general framework for studying | (Khalili et al.,
resilience | evaluate key social resilience social resilience within communities in 2015)
indicators, according to the stages | different disaster phases.
of the disaster cycle.
Community | To analyze the similarities and A six-criteria analytical framework for (Sharifi,
resilience differences between the various measuring the effectiveness of resilience | 2016)
assessment tools. assessments.
To analyze and improve resilient Proximity pattern observations in urban | (Carta et al.,
communities by optimizing typologies, along with density and 2021)
8 sustainable design principles and preliminary correlations.
_g using quantitative methods.
E Resilience To examine the need for applying A framework tool, which was tested (Woolf et al.,
4 in slums a universal technique to evaluate in a pilot project for the Kenya Slum 2016)
resilience-related programs in Upgrading Program in Kibera, Nairobi.
slums.
Urban To carry out a comprehensive A case study-backed conclusion that (Olazabal et
resilience analysis of urban resilience studies. | urban resilience is a multidisciplinary al., 2012)
framework for examining the
transformative capabilities of urban
systems.
To present a set of standards for Alist of several major resilience (Sharifi and
creating an index that measures principles, providing decision-makers Yamagata,
urban resilience. with resilience-related information. 2014a)
To present a theoretical framework | A framework proposal with emphasis on | (Sharifi and
for evaluating and studying the urban dynamics over time and space. Yamagata,
resilience of the urban form. 2018)
To analyze and synthesize A conclusion that the urban form has (Sharifi,
theoretical and empirical data on significant impact on cities’ resilience and | 2019)
how a city’s physical layout affects | sustainability, as well as on their social,
its resilience. ecological, and economic functions.
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Table 1 (continued)

Cluster Concept Aims Main insights Ref.
UER To review the literature related An integrated framework that provides (Sharifi and
to energy resilience to develop urban energy systems with the capacity | Yamagata,
a conceptual framework for for planning and preparing for, absorbing, | 2016a)
assessing UER. recovering from, and adapting to adverse
events.
To analyze how urban energy An analysis that identifies some (Ohshita and
systems can remain energy- common beneficial strategies for urban Johnson,
efficient, low-carbon, and resilient energy systems: 2017)
in a changing climate. To consider Distributed energy resources
how climate change impacts both Passive and efficient energy systems in
o energy supply and energy demand | buildings
2 in cities. Partnerships across governments,
2 businesses, and communities
2 To bridge the gap in UER by An UER matrix that addresses energy (Ragheb et
o reviewing the concept of urban shortages in cities. al.,, 2017)
resilience and related principles.
To review the steps taken to adapt | A methodology for evaluating the effects | (Nik et al.,
urban energy systems to climate of climate change, particularly extreme 2021)
change, with a focus on climate conditions, on the operation of energy
resilience. systems.
Energy To offer a comprehensive outlook A definition of household energy (Hasselqvist
resilience on resilience, taking households as | resilience based on the availability of etal., 2022)
a research starting point. electricity.
A framework for exploring household
energy resilience.
ML and To present a methodology for A methodology capable of categorizing | (Huang and
urban lifeline | measuring system resilience. system resilience and offering guidelines | Ling, 2019)
" system for allocating resources and preventing
3 resilience economic loss.
% ML and To present an advanced causal A multi-network technique proposal (Konila
£ infrastructure | inference approach with ML for vulnerability assessments that can Sriram et al.,
- co-resilience | integration to describe the multi- better predict disaster consequences and | 2019)
= domain vulnerability of urban evaluate overall system resilience.
.,% infrastructure systems.
@ Big spatial To analyze four case studies using | A set of integrated methods that (Huang and
o data and deep learning (DL) to identify and combine advantages of both traditional Wang, 2020)
© urban assess urban quality of life, as well | data and big spatial data.
%’_ sustainability | as classify urban land use.
2 ML, urban To discuss the multidimensional The study found that adding the spatial | (Rahimian et
b form, and effects of urban form on the dimension can improve the energy al., 2020)
energy amount of energy consumed while | performance of community microgrids.
consumption | operating community buildings.
in cities
Digital twins | To present an energy management | A single adaptable tool for integrating (O’Dwyer et
and energy | solution that can control, schedule, | and improving energy systems, which al., 2020)
[0 management | and make forecasts under user- includes a combination of predictive,
o ) s ;
je! tools defined objectives. modeling, and control features.
@ Big data and | To review a selection of 12 global The researchers found that none of the | (Abdul-
E community | community resilience assessment | assessment tools selected use big data. | Rahman et
s resilience tools. al.,, 2021)
2 ML and the | To outline two ML models that can | Input data with a substantial impact on (Alammar et
: impact of be used to estimate the impact of model selection and prediction accuracy. | al., 2021)
5 incident solar | solar radiation intensity.
= radiation on
_8 a building’s
_& envelope
o DL and To develop a DL model for A food disaster prediction model witha | (Haggag et
< climate- making spatial-temporal disaster 96% accuracy rate. al., 2021)
induced predictions.
disasters
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Table 1 (end)

Cluster Concept Aims Main insights Ref.
ML To present a comprehensive Alist of urban form modeling challenges | (Tekouabou
applications | review of ML applications that posed by ML methods, as well as future | et al., 2021)
in urban can be used for mitigating urban research directions.
planning planning challenges.
Data-based | To examine the climate risks of Co-produced scenarios that can improve | (Ortiz et al.,
scenarios and | local land use through numerical the ecosystem services offered to 2021)
vulnerability | models. residents.
in cities
Climate To present a novel methodology The study found that an optimized urban | (Perera et al.,
resilience that will optimize urban energy morphology can reduce the cost of 2021)
and co- systems as interconnected energy infrastructure by up to 30%.
optimization | infrastructures affected by urban
8 of energy morphology.
9 systems
ko] Data-based | To develop an integrated, case A model that incorporates the top (Bibri, 2021b)
E smart eco- | study-based model of strategic worldwide paradigms of urbanism, eco-
s cities sustainable urban development. cities, and data-based smart cities.
g Data-based | To examine the feasibility of seven | A framework for predicting thermal (Forouzandeh
g methods of | ML algorithms for forecasting comfort and energy demand compliance | et al., 2022)
S increasing | annual energy usage and thermal | at the initial design stage.
E=} energy comfort.
3 efficiency
oy ML and DL To examine the most widely used The study found that artificial neural (Ladi et al.,
© methods ML and DL techniques in climate networks (ANN) are the most widely 2022)
< in climate change adaptation and mitigation. | used ML technology when it comes to
change both mitigating and adapting to climate
mitigation change.
and
adaptation
ML and DL To review the existing literature on | The study found that ML and DL have (Tien et al,,
methods of | the ML and DL methods used in been successfully applied in assessing 2022)
improving | construction environments over the | the energy efficiency of buildings.
energy last 10 years.
efficiency
ML and To propose ML methods for Optimization models with random forest | (Zhang et al.,
structural evaluating the resilience of generation and support vector features, | 2022)
resilience buildings in a mountainous area. and a 97.4% accuracy level.

transform and recover from the effects of a hazard
in a timely and efficient manner, including through
the preservation and restoration of its essential basic
structures and functions through risk management”
(Attia et al., 2022; Satterthwaite, 2013).

In light of global trends, such as climate change,
urbanization, and globalization, energy demand is
increasing, which, in turn, drives the continued use
of fossil fuels, with their destructive environmental
effects (Forootan et al., 2022). Additionally, the
reliability and resilience of energy systems, along
with different aspects of the energy flow, from
generation to demand, are influenced by the climate.
Urban resilience is associated with these three
global mega-trends, given that an ability to quickly
recover from extreme and unexpected disruptions is
what helps cities survive (Holling, 1973; Sharifi and
Yamagata, 2014b; Zekry et al., 2020). Hence, urban
resilience is one of the most essential topics within
SDG discourse, because it addresses such issues
as risk reduction and disaster prevention (Huang and

22

Ling, 2019). For instance, SDG 3 focuses on health
and well-being; SDG 9, on industry, innovation, and
infrastructure; SDG 11, on sustainable cities and
communities; and SDG 13, on climate action. In this
context, a resilient system is defined as one capable
of retaining its usual functions, structure, identity,
and feedback after undergoing change, absorbing
disturbance, and reorganizing behavior (Li, 2020;
Sharifi and Yamagata, 2018).

Resilience has also been described as a
“multidimensional” phenomenon (Erker et al., 2017),
which needs to be clarified in order to provide
decision-makers with a comprehensive framework
for understanding this concept better. To facilitate
this, the London School of Economics and Political
Science listed four key factors that measure urban
resilience: physical, environmental, social, and
economic. Moreover, UN-Habitat presented a
framework for evaluating urban resilience across
five dimensions: spatial, organizational, physical,
functional, and temporal (Zekry et al., 2020). Sharifi
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(2016, 2019) and Sharifi and Yamagata (2014a) also
proposed five criteria that can be used to develop
an urban resilience assessment index, including
materials and environmental resources, society
and well-being, economy, the built environment and
infrastructure, and governance and institutions. In
this context, the present study starts by defining
urban resilience across multiple dimensions: the
environmental dimension, the social and well-
being dimension, the economic dimension, the
organizational dimension, the physical dimension,
and the functional dimension (see Fig. 3). We then
show ties between these dimensions and specific
SDGs that relate to such features of urban resilience
as robustness, stability, and creativity (Bibri et
al., 2020; Gharai et al., 2018; Satterthwaite and
Dodman, 2013; Sharifi, 2016, 2019; Sharifi and
Yamagata, 2014a, 2015).
Urban Energy System Resilience
Urban energy systems are responsible for
meeting the energy demand in cities and urban
areas by employing promising energy strategies.

The Fifth Assessment Report (AR5) of the UN
Intergovernmental Panel on Climate Change has
defined an energy system as “all components related
to the production, conversion, delivery, and use of
energy” (Tien et al., 2022), while the International
Energy Agency has defined energy system
resilience as “the capacity of the energy system and
its components to cope with a hazardous event or
trend, to respond in ways that maintain its essential
functions, identity and structure as well as its
capacity for adaptation, learning, and transformation”
(Jasitnas et al., 2021; Molyneaux et al., 2016; To et
al., 2021). Additionally, a resilient energy system can
rapidly recover from vulnerabilities or disruptions,
while continuing to provide affordable energy
services (Erker et al., 2017; Jasidnas et al., 2021;
Sharifi, 2016). The aforementioned disruptions
include: weather-related incidents, technical failures,
and cyberattacks (Farhoumandi et al.,, 2021;
Jasitnas et al., 2021; Ohshita and Johnson, 2017).
In this context, Tien et al. (2022) indicated that
energy systems are becoming the backbone of
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urban infrastructures (despite the many challenges)
and their resilience includes four dimensions
that address vulnerabilities: climate, resources,
infrastructure, and community. Regarding the
climate dimension, climate change brings about
various physical phenomena. Meanwhile, energy,
food, and water are the main resources of cities, and
the urban populations are highly vulnerable when
they lack such resources. Moreover, infrastructure is
a vital need for cities to meet in order to function as
centers of habitation, production, and consumption.

Ohshita and Johnson (2017) discussed three
initiatives for improving UER. The first initiative
includes energy efficiency and renewable energy,
while the second initiative focuses on reducing
greenhouse gas (GHG) emissions (e.g., low-carbon
development and climate change mitigation).
The third initiative includes climate resilience
or adaptation plans. In other words, the first
initiative can directly promote the second and third
initiatives. Consequently, this initiative can impact
the acceptability, affordability, availability, and
accessibility of sustainability-related dimensions via
various pathways and subpathways (see Fig. 4). In
addition, it mainly covers energy security, including
the energy demand, supply, storage, monitoring, and
management system subpathways (see Table 2).

Al Technology and Applications

The Third Industrial Revolution significantly
impacted the digital age, as production was
mechanized, and information, and subsequently
technology, became more widely used. Subsequently,
21st-century advancements brought along the Fourth
Industrial Revolution, and the focus has shifted to big
data and Al applications (Abo EI-Einen et al., 2015;
Arfanuzzaman, 2021; Megahed, 2017; Megahed
et al.,, 2022). As a multidisciplinary phenomenon,

01

Initiative of
energy efficiency, and renewable energy

02

Al can be used for forecasting power demand and
generation, optimizing the maintenance and use of
energy assets, gaining a better understanding of
energy usage patterns, and making systems more
stable and efficient (Elzeni et al., 2021; Hassan et al.,
2022; Williams, 1983). Al can also lighten the load
on humans by partially automating decision-making,
scheduling, and controlling multiple devices (Ahmad
et al., 2022; Antonopoulos et al., 2020; Chan et al.,
2020; Chan and Zhang, 2019; Megahed, 2015).

Overall, Al applications facilitate real-time
monitoring and control, peer-to-peer energy
transmission, smart contracts, and cyber protection
of energy assets. These aspects can result in
expedient supply, better demand management, and
energy storage services that are reliable, resilient,
flexible, and sustainable. Al applications can also
perform highly complex tasks using knowledge- and
data-based models (see Fig. 5). Knowledge-based
methods include causal models (fault trees) that
use human knowledge to support decision-making
and pattern classification. This requires predictive
modeling of production, consumption, and demand
(Dey et al., 2020; Mosavi et al., 2019). Data-based
methods, in turn, include principal component
analysis of related data and general knowledge of
certain systems (Alzghoul et al., 2014; Dey et al.,
2020; Mosavi et al., 2019). Data-based methods can
be expanded further in several ways, e.g., to ML and
deep learning (DL), which offer practical modeling
algorithms and techniques (Forootan et al., 2022).

Machine Learning (ML)

ML is based on three technology trends: the
rapid advancement of sensors and loT, which
provide a large amount of data (Cantelmi et al.,
2022; Huang et al., 2022); ML-oriented chips, such
as graphic processing units and tensor processing
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Fig. 4. Urban energy system initiatives and their ties to UER pathways and subpathways. Source: The authors’ insights,
based on reviewing (Hasselqvist et al., 2022; Sharifi, 2016, 2019; Sharifi and Yamagata, 2014a, 2016b, 2018)
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Table 2. UER pathways, subpathways, and descriptions. Source: The authors’ insights, based on reviewing
(Allegrini et al., 2015; Badawy et al., 2022; Bibri and Krogstie, 2020b; Chelleri and Olazabal, 2012; Cai et al.,
2021; Elgheznawy et al., 2022; EImokadem et al., 2016a; Hassan et al., 2022; Ismail et al., 2022a; Jasilnas et al.,

2021; Liu et al., 2021; Megahed and Ghoneim, 2021; Noaman et al., 2022; Paraschos et al., 2022; Sugahara and

Bermont, 2016)

UE‘SaS:th' UER Subpathways Description
Demand side Includes the aspects of efficiency, flexibility, and resilience at a relatively
low cost for the overall energy system, which requires dealing with
increased complexity and less well-established structures.
2 Supply side Primary energy Fossil fuels and renewable energy sources
5 face the issues of security and import
§ dependency.
2 Energy conversion Secure against extreme weather and technical
5 technologies failures.
o Transmission and Renewable sources have been powering other
distribution energy sectors, especially in recent years.
Energy storage Inherent balance versus supply and demand disruptions. Energy resilience
is ensured by inbuilt storage capacity at various points.
c Power grid Requires smart meters and communication technologies within electricity
>§ networks, supported by hardware, software, and network tools that allow
< g' generators to route power to consumers more efficiently.
Q
S 2 Energy monitoring | Such systems let the owners use smart technology for remotely regulating,
5 and management controlling, and monitoring a building’s mechanical and electrical subsystems,
o systems such as heating, ventilation, air conditioning, lighting, power, and security.
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Fig. 5. Evolution of Al and energy system models. Source: The authors’ insights, based on reviewing
(Alzghoul et al., 2014; Bibri, 2021a; Bibri and Krogstie, 2019; Dey et al., 2020; Forootan et al., 2022;
Mosavi et al., 2019; Seneviratne et al., 2022; Thomas et al., 2021; Wang et al., 2022)

units, which offer better access to powerful and
affordable computational resources; and advanced
ML algorithms (S. Bibri, 2021b; O’Dwyer et al.,
2020; Nashaat, EImokadem and Waseef, 2022). ML
also allows for image-data-based (RGB) numeric
labeling, collecting and clustering useful information,
and semantic segmentation from large, complex
datasets (Alammar et al., 2021). Additionally,
accumulating large volumes of data can support
comparisons via data deductions and distance
calculations (Bibri, 2019; Seneviratne et al., 2022).

Typical ML and UER Workflow

The typical ML workflow includes a process
that starts by generating data and then trains
and deploys the model (EI-Mowafy et al., 2022).
Specifically, the first phase includes acquiring input
data with parameters that impact or correlate with
the output data. ML models can be classified into
three main types: supervised, unsupervised, and
reinforcement learning. In the context of energy
systems, ML can help identify nonlinear correlations
within energy systems, such as the relationship
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between cooling demand and related variables (e.g.,
outdoor temperature and occupancy activities), by
using mapping functions from a dataset (Tien et al.,
2022).

The first learning type, supervised learning,
allows for developing algorithms that use fully
labeled datasets to classify and regress problems.
Regression algorithms can be deployed for
determining continuous values or quantities.
Classification algorithms, in turn, help predict
discrete or distinct values, e.g., when the result
needs to be a category. Regression models can
also be used in energy demand forecasting to
comprehend the variables that influence energy
usage, such as building morphology, material, and
orientation (Liang, 2020).

In unsupervised learning, the algorithm,
once developed, interprets unlabeled data by
independently extracting patterns and
characteristics, without specific guidance on what
to do with its findings. Unsupervised learning
techniques are frequently used for various tasks,
including dimensionality reduction, association,
and clustering. The most common task carried out
with unsupervised learning techniques is clustering,
which can reveal the structure in an unlabeled
dataset (Gull et al., 2021; Wang and Biljecki, 2022).

Finally, reinforcement learning allows algorithms
to react to an environment independently. Such
methods, via their agents, can maximize the
numerical reward signal through trial and error, which
makes it possible to learn how to map situations to
actions. As the last phase of deploying the model,
reinforcement learning methods can also provide
optimal strategies for decreasing building energy
demand based on real-time data (Tien et al., 2022).

In the context of ML and UER, existing historical
input data (collected via energy meters, wireless
networks, and sensors, as well as by using the
Internet of Things-based techniques that allow
energy monitoring solutions to generate vast
amounts of data) are highly accurate and relatively
easy to deploy. The output parameters, in turn, predict
energy demand, energy planning, management, and
conservation. They can be used in strategies for
reducing energy consumption and CO2 emissions.

Based on the above, this study uses the Sankey
diagram to visualize the relationship flows between
pathways that represent UER and their associated
ML categories, including: regression, classification,
clustering, and models with examples of proposed
processes (see Fig. 6). The regression process is
based on evaluating the relationship between a
dependent variable and independent variables.
Regression analysis is one of the most fundamental
methods for prediction in the field of ML. In our case,
regression includes hourly global solar radiation,
system power output, irradiance levels (based on
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photovoltaic electrical characteristics), reduction
in wind power, photovoltaic power generation,
and reduction in wind power. The classification
process can categorize a given set of data, either
structured or unstructured. The process starts with
predicting and labeling the classes of the given data
points. Classification can include building energy
consumption, renewable energy loads in microgrids,
and electricity loads (Alammar et al.,, 2021;
Hosseini and Parvania, 2021). Clustering refers
to an algorithm’s capacity to generate probable
values for each unknown variable in each new data
record, allowing the model builder to identify the
probable value. For instance, in one case study, a
geothermal pump helped provide a district with heat,
while simultaneously improving fuel economy and
optimizing a railway electric power system (Chan
and Zhang, 2019; Wu et al., 2022). Such ML models
include multilayer perception (MLP), extreme
learning machines, advanced artificial neural
networks (ANNSs), support vector machines (SVMs),
decision trees, and hybrid models such as wavelet
neural networks (WNNs) and adaptive neuro-fuzzy
inference systems.

ML-Based Integrative Framework for UER

Certain factors, for instance, weather conditions and
power generation that uses solar photovoltaic energy or
wind turbines, make achieving UER more challenging.
Since peak energy demand does not coincide with peak
energy production, compensating for this mismatch
necessitates the use of auxiliary technologies, such
as energy storage. In order to bridge the gap between
the different aspects of the UER concept, it is important
to create an integrative framework based on UER’s
four capabilities: preparation, observation, adaptation,
and recovery (Francis and Bekera, 2014; Sharifi and
Yamagata, 2016a).

This process starts with measuring resilience
before, during, and after a disruption, which is
associated with UER capabilities and objectives, as
well as ML. The framework proposed in this study
consists of the following three phases (see Fig. 7):

1. Addressing resilience capabilities: This
phase deals with the main components of UER
before, during, and after a disruption. This entails
predicting and preparing for a disruption by adopting
a wide range of design and planning strategies
to minimize the potential adverse impacts on
energy acceptability, affordability, accessibility, and
availability. Here, resilience refers to a system’s ability
to absorb the impact of a disruption in advance and
afterwards. In turn, adaptation is the ability to flexibly
adjust during and after a disruption. Finally, recovery
refers to processes that occur during and after a
disruption and help restore the energy system’s
capacity and reliability to a normal operational level.

2. Identifying UER priorities: At this phase, UER
priorities are identified during and after a disruption.
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The key capabilities here are preparation, or the
process of achieving energy accessibility and
affordability, and absorption, which is associated
with acceptability, in addition to both accessibility
and affordability.

3. Recognizing the ML aspect of energy
resilience: At this phase, one identifies how ML
can improve UER through three key categories,
i.e., regression, classification, and clustering.
This involves four main processes: classification,
prediction, control, and optimization. This phase
is also when one constructs a relationship matrix
of the ML categories, the resilience sequences,
and their relationships to energy security, including
supply- and demand-side management, energy
storage, and energy consumption. For instance,
ML algorithms, such as SVMs, ANNs, and MLP,
can classify potential power plant projects or power
quality disturbances that improve energy storage,
supply-side management, and power grids, using
sensors in a wireless network. These networks first
collect data from various sources within a system
and then analyze their findings to facilitate real-
time preparation, absorption, recovery decision-
making, and information transmission, which are
high priorities before and during a disruption, and
moderate priorities after a disruption. In addition,
optimization processes that use ML algorithms, such
as MLP, ANNs, and WNNs, predict hourly global solar
radiation and irradiance levels based on photovoltaic
electrical characteristics, forecast reduction in wind
power, assess the risk of blackouts in electric power
systems via regression, and operate in clustering
categories.

Therefore, the framework proposed in this
study can serve as a reference for integrating ML
and Al applications in order to improve UER in the
three aforementioned phases. Both UER pathways
and subpathways can also assist with supply- and
demand-side management, power grids, energy
storage, and energy monitoring. This framework can
ensure that climate risks are considered as part of
utility rate cases for investments in new/upgraded
infrastructure. It can also provide backup power
during emergencies at all critical facilities identified.
Moreover, through UER, it is possible to overcome
the challenges of global climate change by reducing
the demand for fossil fuels, while responding to the
increasing need for an expanded sustainable energy
supply. Since all of the above aligns with several of
the UN’s SDGs, future researchers can build on the
framework proposed in this study and expand Al
and ML applications to optimize UER in general and
further support the UN’s objectives in particular.

Conclusion

In this study, we created an integrative framework
to bridge the gap in previous research on the

potential use of Al and ML applications for sustaining
UER systems, even during service disruptions. For
this purpose, we carried out a bibliometric analysis
and a systematic UER overview in accordance
with Al concepts, models, and applications. Since
the UER concept has been highlighted among the
approaches to addressing the impact of climate
change, we examined its significance in this field, as
well as its alignment with the UN’s SDGs.

In this context, our framework proposal
included three phases. The first phase addresses
key elements of UER through a series of actions
before, during, and after a disruption. The second
phase determines the varying importance of UER
in achieving accessibility and affordability. The third
phase explores how ML can improve UER through
three key categories, regression, classification,
and clustering, in order to support four main
processes: classification, prediction, control, and
optimization. This step further includes a relationship
matrix between the ML processes, the resilience
sequences, and their connections to energy, which
are identified via priority variations.

The results of our study show that this integrative
framework effectively addresses UER’s main
capabilities, identifies its priorities, and recognizes
how ML can benefit UER as a whole. The framework
developed in this study also offers insights in
integrating ML methods into UER as strategically
as possible, especially in the context of climate
change and urban energy systems. Moreover, we
found that UER efforts follow the pathways of energy
management, encompassing energy security and
consumption. Such pathways can ensure an energy
system’s preparation, absorption, adaptation, and
recovery under disruption conditions.

Finally, we hope that the proposed framework can
serve as an initial step for researchers and decision-
makers focusing on UER in the context of climate
change. However, more research is necessary
to verify the effectiveness of this framework when
aiming to expand Al and ML applications in order to
optimize UER.
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